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Ethernet Switch Planning

Networking Strategy

When planning a deployment using IPLinx 5000 series encoders and decoders, consider the location of the source
equipment and displays as well as the number of sources and displays in areas of the installation. Some installations
may need a single network switch that will work with a centralized distribution model. Other installations may
require a distributed deployment with multiple switches to meet the demands of the project.

The following table shows various recommendations of required equipment based on the installation requirements.

Encoder/Decoder Information Network Strategy
Distribution Status Recommended Switch

Centralized Less than or equal to|Single switch Managed 24 port gigabit
20 total encoders and switch
decoders
Less than or equal to Managed 48 port gigabit
44 total encoders and switch
decoders
More than 44 encoders | Multiple switches Managed 24 or 48 port
and decoders gigabit switch

Distributed No requirement

Single Switch Networking

When the encoders and decoders are deployed in an environment that will rely on a centralized distribution model
and the total number of encoders and decoders do not exceed 44 units, a single gigabit switch will be required for
the installation.

Below is an example of a small centralized installation that does not require more than 20 encoders and decoders.

\
: (M + N) does not equal more than 20 I
I
I
| Encoder x M Decoder x N :
! /
24-port switch
I" e I - T T T
I
| IPEXCB Windows PC iPad / WiFi |
I
I
: System Control I
/
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Below is an example of a small centralized installation that does not require more than 44 encoders and decoders.

(M + N) does not equal more than 44

: I
: I
I
I Encoder x M Decoder x N :
l /
48-port switch
I’ - - r--=--=-"9-~"~-"=-=-=-=-= - T T TN
I
I IPEXCB Windows PC iPad / WiFi |
I
I
: System Control I
/

Multiple Switch Networking

When the encoders and decoders are deployed in an environment that will rely on a distribution model with
multiple hubs or the total number of encoders and decoders exceed 44 units, a multiple gigabit switch distribution
model will be required for the installation. Note: IPEX5000 series systems have been tested up to 96 total ports.

Basic Multiple Switch Networking

Below is an example of a multiple hub installation that utilizes multiple switches to expand the total number of
encoders and decoders with the sources in a centralized location.

—_— e e e e e e e e e o e = e e e e = = = = = e

System Control

. . - Encoder x M
IPEXCB Windows PC iPad / WiFi (M < 45)
N 2 _
1 r | |
48-port core switch
24 port switch #1 24 port switch #2 ooe 24 port switch #X

Extended Switches

Decoder x 23 Decoder x 23

Decoder x 23

N - - - =

>
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Complex Multiple Switch Networking

Below is an example of a multiple hub installation with some encoders at the core switch location and other
encoders and decoders at other locations in the installation.

_— e e em e e e e e e o e e e e e e = = = = = ey

System Control

|
I |
I
|
: IPEXCB Windows PC iPad / WiFi | Encoder x M
I

/

I I

| 24 port switch #1 24 port switch #2 eoe 24 port switch #7 |

I I

[ Extended Switches /'

| N B I
Encoderx 11 Encoder x 11 Encoder x 11
Decoder x 12 Decoder x 12 e Decoder x 12

Calculating System Bandwidth

The IPLinx 5000 Series utilizes the JPEG2000 compression codec to deliver video resolutions up to 4K/UHD. When
JPEG2000 delivers 4K video, momentary transfer rates per encoding stream can reach as high as 850 Mbps which
will require a gigabit Ethernet switch. When calculating bandwidth, multiply 850 Mbps per encoding video stream
to determine your maximum bandwidth requirement, the decoders in an IPLinx system will not impact bandwidth.

Example: (8) 4K/UHD sources are used with (8) IPEX5001 encoders therefore:
8 * 850 Mbps = 6800 Mbps OR 6.8 Gbps, this is your maximum bandwidth required by this series

Compare this bandwidth requirement to the switching capacity of the IP switch to determine if the switch is
appropriate.

Choosing an Ethernet Switch
In IP video networking, the Ethernet switches must support the following functions:

e Multicast forwarding or filtering

e |GMP Snooping

e IGMP Querier

e |GMP Snooping Fast Leave

e Jumbo Frames (8000 bytes or larger)

If the system design requires multiple hubs, the Ethernet switches must support the following additional functions:

e Dynamic Multicast Router Port
e Forwarding Unknown Multicast to Multicast Router Port Only

Each manufacturer will have different processes and procedures to enable these required functions. The required
functions may have a slightly different name by manufacturer. Finally, some lesser known brands of switches may
have limited support for the functions required. Please see the “Ethernet Switch Configurations” section for a list
of manufacturers and product series that have been tested to work well with the IPLinx encoders and decoders.
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Basic Ethernet Switch Configuration Settings

The configuration of the switches will vary based on the networking strategies employed for the installation.

Feature of Switch Single Switch Networking Multiple Switch Networking

Core Switch | Extended Switch

Green or energy-saving feature Disabled Disabled Disabled

Multicast forwarding or filtering Enabled Enabled Enabled

IGMP snooping Enabled Enabled Enabled

IP address of IGMP querier N/A

IGMP querier Enabled Enabled Disabled

IGMP snooping fast leave Enabled Disabled Enabled

Dynamic multicast router port Disabled Disabled Enabled

Forward unknown multicast Disabled Disabled Router port only

Jumbo frame Enabled N/A N/A

Power over Ethernet (PoE)
Overview

Each manufacturer will have different processes and procedures to enable these required functions. The required
functions may have a slightly different name by manufacturer. Finally, some lesser known brands of switches may
have limited support for the functions required. Please see the “Ethernet Switch Configurations” section for a list
of manufacturers and product series that have been tested to work well with the IPLinx encoders and decoders.

A PoE system consists of Power Source Equipment (PSE) and Powered Device (PD).

e A PSE is a device such as a PoE Ethernet switch that will provide the PD with power over the Ethernet cable.
The PSE will also manage the power requirements for the attached devices.

e APDis adevice powered by a PSE. Examples include IPLinx encoders and decoders, as well as wireless access
points. The electric modules that receive power from the PSE are called PD modules.

Over the years, the PoE standard has developed into two versions: IEEE 802.3af and IEEE 802.3at:

e |EEE 802.3af states that the PSE must provide 15.4 watts of DC power at the port in order to guarantee
12.95 watts of DC power will be available to the PD.

e |EEE 802.3at Type 1 uses the same power requirements as IEEE 802.3af. IEEE 802.3at Type 2, known as
PoE+ or PoE Plus, provides up to 32 watts of DC power at the port in order to guarantee 25.5 watts of DC
power will be available to the PD.

The two PoE standards also provide different options for transmitting power via the Ethernet cable. Alternative A
passes DC voltage over pins 1, 2, 3, and 6 (orange and green pairs). Alternative B passes DC voltage over pins 4, 5,
7, and 8 (blue and brown pairs).

In general, the PoE standard consists of the two versions above. When PoE is mentioned in this guide, IEEE 802.3af
will be implied for simplicity.
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Choosing a PoE Switch

When choosing a PoE switch, pay close attention to the power capacity of the Ethernet switch. In the current
market, many PoE Ethernet switches may be unable to provide enough power on all ports simultaneously. For
example, many 48 port PoE Ethernet switches can provide up to 370W of DC power. If each port needs 15.4 W
based on the PoE standard, these switches can only supply power up to 24 ports (370 + 15.4 = 24).

PoE Power Sourcing Equipment Guidelines

All of the IPLinx products are Class 0 devices that comply with the PoE standard, which provides up to 15.4 watts of
DC power at the PSE. It is highly recommended to calculate the total number of ports the Ethernet switch is able
to power by using 15.4 watts on each port. The following formula should be used to calculate the number of ports
that can be reliably powered by the Ethernet switch.

Pc+154=N

Pcis the power capacity of the Ethernet switch. N indicates the total number of ports that will be properly powered
via PoE on the Ethernet switch.

According to the formula above, 24 port switches with a 370 watt or above power capacity and 48 port switches
with a 740 watt capacity will provide the necessary amount of power for all IPLinx devices. If the proposed Ethernet
switch cannot provide enough power, some of the IPLinx devices will require power from the included power
supply. Disable PoE support on the ports of the devices that are externally powered to prevent damaging any of
the networking equipment.

PoE Powered Devices Notes

The actual power consumption of the encoders and decoders is far less than 15.4 watts. Theoretically, this would
allow more PD devices to be connected to a PoE switch that may have a lower than recommended power capacity.
However, the effective inrush current of the encoders and decoders may cause a temporary increased load condition
on the port, which will limit the number of PoE PD devices on a low power capacity Ethernet switch.

Based on lab testing results of PoE consumption for each product, including effective inrush current, the maximum
load on the PSE for the IPLinx devices are below.

e 15.4 watts: IPEX5001, IPEX5002, and IPEXCB

Some switches provide an option to set a maximum load to an output port. If the proposed Ethernet switch
supports this functionality, the above maximums can be configured.

MIPLINX

BY LIBERTY AV SOLUTIONS

10



IPLinx Networking Guide

Other PoE Considerations
Non-PoE Capable Ports

The number of PD units that a PoE Ethernet switch can supply power to may be less than the total number of
available ports. The PoE function should be disabled on ports that are not used to provide power so that system
stability will not be affected by connecting too many PD units with local power supplies. For more information,
consult the user guide for the proposed Ethernet switch.

Higher PoE Power Consumption

The encoder and decoder power consumption is measured when the power is provided by the supplied power
adapter. During this testing, the PD modules are not active. When the encoders and decoders are powered by
a PoE Ethernet switch, the PD modules are active and consume more power than being powered locally. Power
consumption measured when powered by PoE switches is higher than when using a local power adapter.

Cabling

Full consideration of cable power consumption (line loss) was taken when IEEE created the PoE standards. The
calculation for total line loss is not necessary when using qualified Category 5e or greater cables. Low quality cables
may prevent a PoE switch from providing adequate power to a PD.

USB Devices

PoE power capacity of the switch is limited. If a PD connects to a USB device, consideration must be made
regarding the power consumption of the USB device. The IPEX5002 only supports HID devices, such as a mouse
or a keyboard. The increased power requirement for these devices, though minimal, has been calculated into the
maximum power draw to ensure stable operation. Connecting a non-supported device, such as a USB flash drive,
may cause the IPEX5002 to draw too much power.

MIPLINX
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Recommended IP Switches

Below is a detailed list of IP switches and hardware network configurations that has been tested and verified for
use with JPEG2000 / 5000 Series IPLinx systems. Note: IPLinx 5000 Series is approved to work up to 96 total ports
or 4 stacked 24 port switches.

Multiple Switch

Switch Manufacturer Single Switch Networking Networking
Cascade
SG300-28 / SG300-28P Yes No No
SG500-28 / SG500-28P Yes Yes Yes
. SG500-52MP / SG500-52
Cisco
WS-C2960S-24PS-L
WS-C2960X-24TS-L Yes Yes No
WS-C2960X-24PS-L
NGSME24G4S Yes Yes Yes
NGSME24T2H Yes No No
Niveo
NGSME24T2H-AV Yes No No
NGSME48T2H Yes No No
Luxul AMS-4424p Yes Yes Yes

MIPLINX
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Wireless Access Devices

In order for the IPLinx Control software on iPad to connect to the IP video network, it is necessary to deploy a
wireless access device, such as a Wi-Fi router or Wi-Fi access point (AP). Either type of device will be acceptable to
provide this functionality.

Wi-Fi Radio Bands

Wi-Fi mainly operates in the 2.4 GHz and 5 GHz spectrum. The 2.4 GHz spectrum is getting pretty crowded now
that a large number of Wi-Fi devices are operating on the same frequencies; it is difficult to maintain a stable and
high-speed data channel for video preview functionality of the IPLinx Control software. The 5 GHz spectrum will
provide faster data rates, fewer disconnections, less interference and a more enjoyable experience.

Communication Channels

The 2.4 GHz and 5 GHz spectrum have multiple radio channels, which allow a large number of wireless networks
to operate within the spectrum. It may be necessary to use a Wi-Fi analyzer app to configure the wireless access
device to a vacant or rarely used channel. For more information, consult the user guide for the proposed wireless
access device.

IGMP Querier

Many wireless access devices, especially wireless routers, use IGMP querier by default. These devices will regularly
send IGMP query messages to the network, which affects IGMP snooping and interferes with the system operation.
It is recommended to use wireless access devices without IGMP querier or disable IGMP querier.

Please note that many wireless access devices do not mention IGMP querier in the user documentation. Please
the manufacturer for the proposed wireless access device to determine if it uses IGMP querier or if that function
can be disabled.

Network Connection

Wi-Fi routers are usually equipped with multiple Ethernet ports. One of these ports is a WAN port; the others are
LAN ports. If a Wi-Fi router is used, connect one of its LAN ports to the IP video Ethernet switch, ensuring that
wireless access devices and the IP video system are on the same subnet.

Some Wi-Fi routers cannot be configured to use Class B IP ranges, such as 169.254.1.34. In these instances, connect
the WAN port to the Ethernet switch.

If the IP video system is using a multiple switch topology, connect the wireless access device to the core Ethernet
switch.
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IPLinx System Configuration

This networking and switch guide will assist you in planning and configuring IP switches for IPLinx systems. Once
networking strategy has been decided upon and the IP switches are properly configured, IPLinx systems can be
configured with the IPLinx Configurator Software that is available for download on-line. The IPEXCB Control Interface
manual will assist you in using the IPLinx Configurator Software which is also available for download on-line.

Download IPEXCB Configuration Manual

Download IPLinx Configurator Software

MIPLINX
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Ethernet Switch Configurations

Different brands or models of switches have unique configuration methods to work with the IPLinx IP video product
lines. This section provides the basic settings necessary to configure IP video networking for common Ethernet
switches. For more information, consult the user guide for the proposed Ethernet switch.

Cisco SG300 Series Switches

For Cisco SG300 series switches, the models SG300-28 and SG300-28P are recommended for use. These switches
can only be used in single switch networking due to issues with how they handle multicast.

Log in to the Switch Web GUI

The default IP address of the switch is 192.168.1.254. Set a static IP address of the PC to ensure it is in the same IP
range as the switch, such as 192.168.1.42.

Open a web browser and navigate to the IP address of the switch (192.168.1.254).

& @ 192.168.1.254/csfec05640/config/log_off pagehtm ve|® @~ ¥

aliahe Switch
CISCO Usemame:

Login

ed.
go are registered trademarks or rademarks of Cisco Systems, Inc. andlor its affiliates in the

Input the username and password (default of both is cisco).
Select a language for the web GUI interface. All examples in the guide will be using English.

Click Log In.
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Enable Jumbo Frames

Small Business
vifuanfue

. Seve..cisco  Languaoc: English

cisco SG300-28 28-Port Gigabit Managed Swiich

(zeting Stared
» Giatus and Hatstcs
»  Adminisiration

VO LT P S

» Link Aggregation
v Green Ethemet

Port Settings

| Jumbo Framas: [#! Enabla)

Jumba frames configuration changes will take effact aftar saving the configuration and rebooting the switch.

» Smartport
» WLAN Management
» Spanning Tree

r WMAG Address Tables
B Mulilzast

» |F Canfiguration
» Sacurity

k- Access Contral
» Cuality of Senica

b SNMFP

Dascriptaon

£ 2010-2013 Cisco Systems, inc. All Rights Reserved.

Fort Type

: 1000M-copper
1000M-copper
1000M-copper
1000M-copper up
1000M-copper
1000M-copper

Down
Down

Down

Diown
Down

Navigate to Port Management > Port Settings

Check Enable for Jumbo Frames.

Cli

ck the Apply button.

Disable 802.3 Energy Efficient Ethernet (EEE)

Small Business
alaln

cisco SG300-28 28-Port Gigabit Managed Switch

Properties

Operational Status | Time Range

Name | Stafe | Speed |

Fart

A000mMm

| Duplex | LaG
Moce

Slate

E Unprotactad

Full

Unprofectad
Unprojected
Unprotectad
Unprotected
Unprotectad

Port Settings
» Link Aggregation
= Green Ethernet

Pont Settings

‘Smartport

WLAN Management

Spanning Tree

Energy Detect Mode:
Short Reach:

Port LEDs:

Power Savings:

Cumulative Energy Saved:

For the functions andlor parameters configured on this page to become effective,
you may have te configure the corresponding port based parameters on Fort Seliings page

[7] Enable
=] Enable
Enable
78%

4 Watl Hour

MAC Address Tables

|202.3 Energy Efficient Ethernet (EEE). [| Enable

Multicast

1P Configuration

e

Security

Access Control

Quality of Service

SNMP

@ 2010-2013 Cisco Systems, Inc. All Rights Reserved.

Navigate to Port Management > Green Ethernet > Properties.

Uncheck Enable for 802.3 Energy Efficient Ethernet (EEE).

Cli

ck the Apply button.
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Enable Multicast Forwarding

Small Business
] &

cisco SG300-28 28-Port Gigabit Managed Switch

Properties

cisco Language [N [ ogout About Help

|Bridge Mutticast Fittering Status: [#] Enable]

Port Settings
» Link Aggregation
» Green Ethernet
Properies

VLAN 10:

Forwarding Method for [Pvé: WMAC Group Address
IP Group Address

Source Specific IP Group Address

@ MAC Group Address
1 IP Group Address
~ Source SpecificIP Group Address

Forwarding Method for IPv4:

MAC Group Address
IP Multicast Group Addr
1GMP Snooping
MLD Snooping
T —T—

@ 2010-2013 Cisco Syste

5, Inc. All Rights Reserved

Navigate to Multicast > Properties.
Check Enable for Bridge Multicast Filtering Status.

Click the Apply button.

Enable IGMP Snooping

Small Business
wifuan]ne

cisco SG300-28 28-Port Gigabit Managed Switch

¥ Green Ethemnet

i i IGMP Snooping

- Lungunge: Logout About Help

Port Settings

| 1emP snooping status: [7] Enanle|
.

* VLAM Management

[ s

Entry No. VLAND | IGMP Snooping Router

Properties

i v
MRouter Ports

Cuery Query | Query Max Response Last Member

Operational Status

IGMP Version
MAC Group Address T
IP Multicast Group Addr =

IGMP Snooping Copy Seftings...

Auto Learn

Robustness | Interval (sec) |
== e

125

Interval (sec) = Query Counter

MLD Snooping
IGMPMLD IP Multicast |
Multicast Router Port
Forward All
Unregisterad Multicast —

s, Inc. All Rig

Navigate to Multicast > IMGP Snooping.

Check Enable for IMGP Snooping Status.

Click the Apply button.

Select the first item (VLAN1) under IGMP Snooping Table.

Click the Edit... button.

MIPLINX
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Configure IGMP Snooping for Single Switch Network

VLAN ID: ENE|

|1GMP Snooping Status: Enable
IMRouterF‘orls Auto Learn: |} Enablel
# Query Robustness: IE (Range: 1 -7, Default 2
“ Query Interval: 125 sec (Range: 30 - 18000, Default 125)
# Query Max Response Interval: |1n sec{Range 5- 20, Default: 10}

# LastMember Query Counter: @ Use Default

@ UserDefined I {
|100[] mS (Range: 100 -25

| Immediate leave: Enable]

% Last Member Query Interval:

IGMP Querier Status: [¥] Enable

) User Defined |192.168.1.25¢ j
IIGMF‘ Querier Version: @ IGMF'V?_I
@ 1GMPY3

Operational IGMP Snooping Status:

Operational Query Robustness:
Operational Query Interval:

Operational Query Max Response Inte

Operational Last Member Query Coun’

Operational Last Member Query Interv;

COperational Querier Source IP Addres:

{[=toptyd [ Giose ||

Check Enable for IMGP Snooping Status.

Uncheck Enable for MRouter Ports Auto Learn.

Check Enable for Immediate leave.

Check Enable for IGMP Querier Status.

Select Auto for Administrative Querier Source IP Address.

Select IGMPV2 for IGMP Querier Version.

Click the Apply then the Close buttons.

1|

MIPLINX

18

BY LIBERTY AV SOLUTIONS



IPLinx Networking Guide

Unregistered Multicast

alaln Simall e - ciseo tﬁﬁuﬁ;er Logout  About Help
cisco SG300-28 28-Port Gigabit Managed Switch

Unregistered Multicast

WLAN Management

Spanning Tree Filter: Interface Type equals to ] Port :
MAC Address Tables
Port GE1 GE2 GE3 GE4 GE5 GEf GE7 GE8 GES GE10 GET1 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20 GE21 GE22 GE23 GE24

Properties Forwarding ()

MAC Group Address IFIItenng 2
IP Multicast Group Addr
IGMP Snooping
1LD Snooping
IGHPIMLD IP Mufticast. [Filtering @ @
Multicast Router Port

Unregistered Multicast

Port GE25 GE26 GE27 GE28
Forwarding () (@]

Access Control
Quality of Senice

@ 2010-2013 Cisco Systems, Inc. All Rights Reserved

Navigate to Multicast > Unregistered Multicast.
Select Filtering for all ports.

Click the Apply button.

PoE Configuration

For PoE switches, make sure to disable PoE in ports that are not used to power PoE devices. This section takes
switch SG300-28P as an example to introduce how to disable its PoE functionality to ports 17-24 that are not used
to power PoE devices.

bl Small Business e cisco.. Language: Logout  About  Help
cisco SG300-28P 28-Port Gigabit PoE Managed SW|tch
Enabled
Enabled
Enabled
o ) Enabled L]
Fort Settings ) 13 GE13 Enabled Low 15400 16900 0
: ;:E“ggmgaﬁ“" @) 14 GE14 Enabled Low 15400 16900 0
Feopatics @) 15 GE15 Enabled Low 15400 16900 0
Settings e 15 GE16 Enabled Low 15400 15900 0
= Green Ethernet 7 GETY bl W 5400 16900 0
Siobedies 18 GE18 Enabled Low 15400 16900 0
Port Settings =
@) 19 GE19 Enabled Low 15400 16900 i
: mmmm- (®) 20 GE20 Enabled Low 15400 16900 0
» SpanMﬂgT.fee &) 21 GE21 Enabled Low 15400 16900 1] =
————— @) 22 GE22 Enabled Low 15400 16900 i
T : o 23 GE23 Enabled Low 15400 16900 6200
> IP Configuration (@) 24 GE24 Enabled Low 15400 16900 4300
» Security Copy Seffings.. | | Edit. | |4

MIPLINX
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Navigate to Port Management > PoE > Settings.
Select Port 17 (GE17).

Click the Edit... button.

Interface: Port IGEﬂ’ :

IF'oE Administrative Status: 7] Enable I

Power Priority Level: = Critical
1 High
@ Low

i % Administrative Power Allocaion: 15400 mW (Range: 0- 15400, Default 15400)

Max Power Allocation: 16900 mw

Power Consumption: 0 mw

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0

|l----d[ Close |
Uncheck Enable for PoE Administrative Status.

Click the Apply then the Close buttons.

MIRIIT Small Business . Save. cisco hmger Logout About Help
cisco SG300-28P 28-Port Gigabit PoE Managed Switch

Enabled
Enabled
Enabled
Enabled
Enabled

» Link Aggregation Enatiled
* PoE

Properties Enabled

i Enabled

v Green Ethernet E 3
SR e ® Disabled
Port Settings

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

-~ Smartport
VLAN Management
Spanning Tree
w\QMeas Tables
Multicast

o & oo o a ol

On the PoE Settings screen (Port Management > PoE > Settings), port 17 has PoE disabled.
Select Port 17.

Click the Copy Settings... button.

MIPLINX
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Copy configuration from entry 17 (GE17)

to: §18-24 (Example: 1,3,5-10 or: GE1,GE3-GES
|~apply— [ close |

Enter 18-24 in the field labeled Copy configuration from entry 17 (GE17) to. This will copy the PoE configuration
of port 17 to ports 18 through 24. If the destination ports are not successive, refer to the examples to the right of
the text field.

Click the Apply button.

el Small Business M ogout About Help
L] L] 1

cisco SG300-28P 28-Port Gigabit Po

Getting Started = WL 9 GE9 Enabled

» Status and Statistics &) 10 Enabled
» Administration S il Enabled

] 12 Enabled
Port Settings '@ 13 Enabled
* Link Aggregation
* PoE
Properies

14 Enabled
15 Enabled

] 16 Enabled

v Green Ethernet @, 17 Disabled
Properties S 18 Disabled
Port Settings
Smartport
WLAM Management
» Spanning Tree
MALC Address Tables
Multicast

19 Disabled
20 Disabled
21 Disabled
22 Dizabled
23 Disabled
24 Disabled

U Bt =1 B o e B e T e B = ] B B T |

Copy Settings...

LB S 0010
& 2010-2012 Cisco Systems, Inc. All Rights Reserved.

On the PoE Settings screen (Port Management > PoE > Settings), ports 17 through 24 have PoE disabled.
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Save Configuration

»

»

4 I,

1
cisco

Small Business

System Settings

Console Settings

Management Interface

User Accounts

ldle Session Timeout

Time Settings M

System Log

File Management
Upgrade/Backup Firm
Active Image
DownloadiBackup Ct
Configuration Files P
DHCP Auto Configurz

Reboot

Diagnostics

Discovery - Banjour

Discovery - LLDP

4 SG300-28 28-Port Gigabit Managed Swiich

R .cisco  Language:

English -

Copy/Save Configuration

All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots.
To refain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your
changes.

Logout About Help

Source File Name @ Running configuration
Startup configuration
Backup configuration

1 Mirror configuration

Destination File Name: Running configuratios

Sensitive Data
Plaintext
Available sensitive data oplions are determined by the current users 8SD rules

Save Icon Blinking: Enabled

{|-~~mppiy— | cancel || Disabie Save icon Blinking.

® 2010-2013 Cisco Systems, Inc. All Rights Reserved.

Navigate to Administration > File Management > Copy/Save Configuration.

Select Running configuration for Source File Name.

Select Startup configuration for Destination File Name.

Click the Apply button.

Click the OK button on the warning screen to start the copy process, which will ensure the settings will return if the

switch is powered off.

Please note: navigation to other screens while copy operation is in progress will abort the process.

(]
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alistln Small Business B l-mmne: Logout About Help
cisco SG300-28 28-Port Gigabit Managed Switch

Copy/Save Configuration

Status: Copy finished
System Settings

Console Setfings 3
Management Interface ——
User Accounts
Idle Session Timeout
Time Settings
System Log
File Management
Uparade/Backup Firmwa
Active Image
Download/Backup Confic
Configuration Files Prop
Copy/Save Configurati
DHCP Auto Configuratior
Reboat
Diagnostics
Discovery - Bonjour
+ Discovery-LLDP
FP——]

®2010-201

Once the copy/save configuration procedure is complete, click the Done button.

Reboot Switch

Small Business B e English
1 Ilnll I

cisco SG300-28 28-Port Gigabit Managed Switch

» Status and Statistics Reboot

System Settings To rebootthe device, click the Reboot button

Console Settings e I o
eboot & Immediate

Management Interface - e e —

User Accounts R !Jan " [07_v] Time |_Eﬂ'l mL\.HH MM

ldle Session Timeout (O In |00 v| Days |00 v | Hours (00 ¥ | Minutes

Time Settings | | Restore to Factory Defaults

System Log = e e
S —— || Clear Startup Configuration File

—

Diagnostics pewiieboaine| Cancel Reboot
Discovery - Banjour
Discovery - LLDP
Discovery - CDP
Ping

Traceroute

» Part Management

© 2010-2013 Cisco Systems, Inc_ All Rights Reserved.

Navigate to Administration > Reboot.

Click the Apply button.

This command will reboot the device and disconnect your
H current session. Unsaved changes in the configuration will
be lost. Do you want to continue?

Ok Cancel |

Click the OK button to confirm the reboot. After the switch reboots, it will run with the confirmed configuration.
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Cisco SG500 Series Switches

For Cisco SG500 series switches, the models SG500-28, SG500-28P, SG500-52, and SG500-52P are recommended
for use. These switches are almost identical in the setup and configuration as the SG300 series, but can handle
single switch and multiple switch networking.

Log in to the Switch Web GUI

The default IP address of the switch is 192.168.1.254. Set a static IP address of the PC to ensure it is in the same IP
range as the switch, such as 192.168.1.42.

Open a web browser and navigate to the IP address of the switch (192.168.1.254).

& @ 192.168.1.254/csbBfd01e/config/log_off_pagehtm [ - - ¥

dlalie Switch
cisco veemame [

Language Hl

Secure Browsing (HTTPS)

rved.
0 are registered trademarks or trademarks of Cisco Systems, Inc. andfor its affiliates in the

Input the username and password (default of both is cisco).
Select a language for the web GUI interface. All examples in the guide will be using English.

Click Log In.
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Enable Jumbo Frames

) Engllsh [ Llogout About Help

cisco SG500-28 28-Port Gigabit Stackable Managed Switch

Getting Started

» Status and Statistics Port Settlngs
_' F.\drn.J.nstrahon Jumbo Frames: ¥ Enable
Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.
Port Settings
Error Recovery Settings
Loopback Detection Seting | [==ABPiss [ Cancel |
» Link Aggregation e T ey =
» UDLD Port Setting Table Showing 126 ¢F26 | All v |
» Green Ethemet Filter: Interface Type equals to |7P707rt07fggjg[1ﬁﬂ
SSfatRol EntryNo. | Port | Description | Port Type [ Operational Status | LinkStatus | Time Range | Port | Duplex | LAG | Prote
» VLAN Management SNMP Traps | Name | State | Speed | Mode St
ke SPaRRIRG.ITES 1 GE1 1000M-Copper Down Enablad Unpro
» MAC Address Tables —
2 GEz2 1000M-Copper Down Enabled Unpro
» Multicast
- 3 GE3 1000M-Copper Down Enabled Unpro
teolls AR il 4 GE4 1000M-C D Enabled V]
i " -Copper own nable npro
1 3 4| »

Navigate to Port Management > Port Settings.
Check Enable for Jumbo Frames.

Click the Apply button.

Disable 802.3 Energy Efficient Ethernet (EEE)

|III-I|I| Small Business - ~gigco  Language: Logout About Help
cisco SG500-28 28-Port Gigabit Stackable Managed Switch

Getting Started
Status and Statistics
Administration

Por =

Properties

For the functions andfor parameters configured on this page to become effective,
hfiees you may have to configure the corresponding port based parameters on Port Seffings page
Port Settings

» Link Aggregation
o CrtenEihemal Short Reach: [7] Enable

Port LEDs Enable
Port Settings

Smartport

VLAN Management
Spanning Tree
WAC Address Tables 12023 Energy Efiicient Ethernet (EEE). [| Enable}
Multicast
IP Configuration d Cancel
Security

Access Control
Qualily of Senvice
SHMP

Energy Detect Mode: [] Enable

Power Savings T4 %

Cumulative Energy Saved: 0 Watt Hour

@ 2010-2013 Cisco Systems, Inc. All Rights Reserved.

Navigate to Port Management > Green Ethernet > Properties.
Uncheck Enable for 802.3 Energy Efficient Ethernet (EEE).

Click the Apply button.
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Enable Multicast Forwarding

Small Business
wliaaln

cisco SG500-28 28-Port Gigabit Stackable Managed Switch

| Properties

. cgisco  Language: English M logout About Help

hndle Multicast Filtering Status: [7] Enab\!

Port Management

VLAN Management VLAN ID: [1T=]

MAC Address Tables

MAC Group Address
IP Multicast Group Addresg

Forwarding Method for IPv6:

Forwarding Method for [Pv4:

@ MAC Group Address
) IP Group Address
(" Source Specific IP Group Address

@ WAC Group Address
) 1P Group Address
1 Source Specific IP Group Address

IGMP Snooping

MLD Snoeping

IGMP/MLD IP Multi Gro|
Multicast Router Port =
Forward All

Unregistered Multicast

|

©2010-2013 Cisc ms, Inc. All Rights Reserved.

Navigate to Multicast > Properties.
Check Enable for Bridge Multicast Filtering Status.

Click the Apply button.

Enable IGMP Snooping

Small Business
i

cisco SG500-28 28-Port Gigabit Stackable Managed Switch

. Save. cisco La'nguage.— Logout About Help

Bridge Multicast Filtering Status: |-
Port Management,

VAN Management VLAN ID:

MAC Address Tables

MAC Group Address
IP Multicast Group Addresg

Forwarding Method far IPV6:

Forwarding Method for [Pv4:

@ MAC Group Address
) IP Group Address
) Source Specific IP Group Address

@ MWAC Group Address
1 IP Group Address
(71 Source Specific IP Group Address

IGMP Snooping

MLD Snooping

IGMP/MLD IP Multi Gro|
Multicast Router Port
Forward All

Unregistered Multicast

e

© 2010-2013 Cisco Systems, Inc. All Rights Reserved.

Navigate to Multicast > IMGP Snooping.

Check Enable for IMGP Snooping Status.

Click the Apply button.

Select the first item (VLAN1) under IGMP Snooping Table.

Click the Edit... button.
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Configure IGMP Snooping for Single Switch Network

VLAN ID: =
|1G1P Snaoping Status: [#] Enable |
IMRouter Ports Auto Learn: ] Enable

# Query Robustness

£ Query Interval

4| % Query Max Response Interval:

# Last Member Query Counter: @ Use Default

# Last Member Query Interval |1DDD m& (Range: 100 - 25500, Default 1000

Ilmmediate leave: Enabl&l
i
I LGN Querier Status: | Enablef
|Administrative Querier Source IP Address: @ Auto |
@ UserDefined | 192.168.1254
\ IIGMF‘QLIEHerVerS\On: @ IGMF'VQ
i IGMPY3

L ) User Defined {Range 1-7, Default 2 (Query Robusiness

Operational IGMP Snooping Status: Enabled
Operational Query Robustness 2
Operational Query Interval 125 (sec)

Operational Query Max Response Interval: 10 (sec)

Operational Last Member Query Counter: 2

Operational Last Member Query Interval: 1000 (mS)

Operational Querier Source IP Address:

[ _oee

Check Enable for IMGP Snooping Status.

Uncheck Enable for MRouter Ports Auto Learn.

Check Enable for Immediate leave.

Check Enable for IGMP Querier Status.

Select Auto for Administrative Querier Source IP Address.
Select IGMPV2 for IGMP Querier Version.

Click the Apply then the Close buttons.
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Configure IGMP Snooping for Core Switch in a Multiple Switch Network

WLAN 1D:

[1T=]

IGMP Snooping Status

7] Enab\el

|MRouter Ports Auto Learn

[~ Enable]

# Query Robustness:

E (Range: 1-7, Def

“fQuery Interval:

% Query Max Response Interval:

“+ Last Member Query Counter:

% LastMember Query Interval:

@ Use Default

@ UserDefined 1-7, Defau
1000 ms (Range: 100 - 25500, Default 1000

Lmmediate laave: L Enaplel
LLGWP Querier Status: [ Eoablel
| IAdministrativeDuerierourceIF‘Address‘ @ Auto I

) UserDefined | 192.168.1.254 | = |

IGMP Querier Version:

@ \GMF’\«’.’?I

O IGMPVE

Operational IGMP Snooping Status:

Operational Query Robustness:
Operational Query Interval:

Operational Query Max Response Interval

Operational Last Member Query Counter:

Operational Last Member Query Interval:

Operational Querier Source IP Address

Enabled

2
125 (se

10 (sec

2

1000 (n

192168

ltwm [ ctose ]

Check Enable for IMGP Snooping Status.

Uncheck Enable for MRouter Ports Auto Learn.

Set 60 for Query Interval.

Check Enable for Immediate leave.

Check Enable for IGMP Querier Status.

Select Auto for Administrative Querier Source IP Address.

Select IGMPV2 for IGMP Querier Version.

Click the Apply then the Close buttons.

»

n
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Configure IGMP Snooping for Extended Switch in a Multiple Switch Network

VLAN 1D (Bl
IIGMF‘ Snooping Status 7] Enahlel
| MRouter Ports Auto Learn: |¥] Enable |

# Query Robustness

“ Query Interval:

# Query Max Response Interval:

# LastMember Query Counter: @ Use Default

() User Defined (Range 1-7, Default
% LastMember Query Interval: I1UUD r 00 -

|immediate leave: Enable |

I IGMP Querier Status: Enable

Operational IGMP Snooping Status: Enabled
Operational Query Robustness 2
Operational Query Interval: 125 (sech

Operational Query Max Response Interval: 10 (sec)

Operational Last Member Query Counter: 2

Operational Last Member Query Interval: 1000 (mS)

Operational Querier Source IP Address:

Check Enable for IMGP Snooping Status.
Uncheck Enable for MRouter Ports Auto Learn.
Check Enable for Immediate leave.

Uncheck Enable for IGMP Querier Status.

Click the Apply then the Close buttons.
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Unregistered Multicast for Single Switch or Core Switch in a Multiple Switch Network

Small Business
i

cisco SG500-28 28-Port Gigabit Stackable Managed Switch

Port Nanagement “| Unregistered Mutticast

VLAN Management Filter. Interface Type equalsto | Port of Unit 111 | =

Spanning Tree
MAC Address Tables Port GE1 GEZ GE3 GE4 GES GE6 GE7 GE8 GES9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20 GE21 GE22 GE23 GE24

Forwarding ) ) & 6 © 08 © & 0 8 6 © | & © 6 © 6 6 6
Properties Fitering | 0

MAC Group Address

IP Multicast Group Addresg,
IGMP Snooping Forwarding )
MLD Snooping Filtering
IGMP/MLD IP i Gro|
Multicast Router Port
Forward All

Unregistered Multicast

Port GE25 GE26

©2010-201 s, Inc. All Rights Reserved.

Navigate to Multicast > Unregistered Multicast.
Select Filtering for all ports.

Click the Apply button.

Unregistered Multicast for Extended Switch in a Multiple Switch Network

' Il'llll Small Business - PR cisco  Language: a0t . Aboit Hae
cisco SG500-28 28-Port Gigabit Stackable Managed Switch

Port Management i Unregistered Multicast

VLAN Management Filter; Interface Type equalsto | Port of Unit 111 j

Spanning Tree
MAC Address Tables Port GE1 GEZ GE3 GE4 GE5 GEG6 GE7 GEB GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20 GE21 GE22 GE23 GE24

Forwarding i 8 6

Properties. Fitering g
MAC Group Address

|P Multicast Group Address
IGMP Snooping Forwarding ) ©
MLD Snooping Filtering 5
IGMP/MLD IP Gro
Multicast Router Port
Forward All

Port GE25 GE26

| ©2010-2013 Cisco Systems, Inc. All Rights Reserved.

Navigate to Multicast > Unregistered Multicast.
Select Filtering for all ports except for the port connected to the core switch, such as port 24 in the image above.

Click the Apply button.
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PoE Configuration

For PoE switches, make sure to disable PoE in ports that are not used to power PoE devices. This section takes
switch SG500-52P as an example to introduce how to disable its PoE functionality to ports 41-48 that are not used

to power PoE devices.

Small Business -
il

cisco SG500-52MP 52-Port Gigabit PoE+ Stackable Managea_g\;witch
Getting Started ) Enabled

» Status and Statistics

gt

Enabled
Enabled
Enabled
Enabled

Port Settings

Error Recovery Seftings
» Link Aggregation 9] Enabled
» UDLD Enabled

v PoE @, Enabled
Properties Enabled

Enabled

» Green Ethernet
Smartport @] Enabled
VLAN Management 1% 2 E'_"
Spanning Tree g 41 GE4
MAC Address Tables © Enabled
Multicast ©) Enabled
IP Configuration 1% Enabled
Security ] Enabled
Access Control ) Enabled
Quality of Senvice € Enabled
ERIE @ Enabled

‘cisco - Language: Englizh [ iogout About Help

Mo i oo o= ollsl o el oilis

|

@ 2010-2013 Cisco Systems, Inc. All Rights Reserved

Navigate to Port Management > PoE > Settings.
Select Port 41 (GE41).

Click the Edit... button.

Interface: Port [GE41[=]
IF'oEAdministrarive Status: Enablel
me Range: | Enable
ange [T=] Eat
Power Priority Level: ) Critical
1 High
@ Low
% Administrative Power Allocation: [30000  mi (Range: 0 - 20000, Defaul: 30000]
Max Power Allocation: 31500 mw
Power Censumption: o mw
Class 4
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 1]

Uncheck Enable for PoE Administrative Status.

Click the Apply then the Close buttons.
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altafi Small Business P— gisco  Language: Logout About Help
cisco SG500-52MP 52-Port Gigabit PoE+ Stackable Managed Switch

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

=

»

Port Settings

Error Recovery Seftings
» Link Aggregation
» UDLD

00

v PoE
Properties

» Gree_ﬂ Ethernet

B T T R I R S

o 0 0 0 o o0 0 o000

» MAC Address Tables - Enabled
» Multicast @ Enabled
> !PC.enéwaﬁon &) Enabled
» Security i 5 Enabled
Enabled
Enabled
Enabled

@ 2010-2013 Cisco Systems, Inc. All Rights Reserved.

On the PoE Settings screen (Port Management > PoE > Settings), port 41 has PoE disabled.
Select Port 41.

Click the Copy Settings... button.

Copy configuration from entry 41 (GE41)

1]

-GE

5]

to: ||42—48 ||Exa:'npla 1,3,5-10 or GE1,GE
e
A

Enter 42-48 in the field labeled Copy configuration from entry 41 (GE41) to. This will copy the PoE configuration
of port 41 to ports 42 through 48. If the destination ports are not successive, refer to the examples to the right of
the text field.

Click the Apply button.
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Small Business
wifuerfn,

Port Settings

Error Recovery Se&ings
Pk e 8 GE39 Enabled
* UDLD GE40 Enabled

v PoE GE41 Disabled
Properties GE42 Disabled

Settings -
» Green Ethernet GE43 Disabled
GE44 Disabled

Smartport
Disabled

WLAN Management GE45
GE46 Disabled

Disabled
Disabled

Spanning Tree
MAC Address Tables 47 GE47
Multicast 48 GE48

cisco SG500-52MP 52-Port Gigabit PoE+ Stackable Manage_d_Switch

GE34 Enabled
GE35 Enabled

Enabled
GE37 Enabled
GE38 Enabled

. Saver cisco  Language: [N B Logout  About Help

o 2 2 00 0 0 o Q0 0 0 0 2 Qe Q
RO R RO R B &R R AR B &

IP Configuration Copy Settings... Edit...

Security

On the PoE Settings screen (Port Management > PoE > Settings), ports 41 through 48 have PoE disabled.

Save Configuration

Small Business
e

cisco SG500-28 28-Port Gigabit Stackable Managed Switch

Copy/Save Configuration

System Settings
Console Seflings

changes

All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots
To retain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your

ve. cisco -La'ngmge- Logout About Help

Management Interface
System Mode and Stack M;
User Accounts

Idle Session Timeout
Time Settings

ISource File Name: 8 _Running conﬁguraliunl

(") Startup configuration
) Backup configuration
(71 Mirror configuration

System Log IDestinzmon File Mame: ) Running configuratio
File @ _Startup configuration

Upgrade/Backup Firmwa
Active Image

Download/Backup Config
Configuration Files Prop

(" Backup configuration

nsitive Data

Pial
Available sensitive data options are determined by the current user's SSD rules

CopyiSave Configuration
DHCP Auto Configuratior
Reboot

Save Icon Blinking: Enabled

» Diagnostics i
Discovery - Bonjour 4
< | 1

® 2010-2013 Cisco Systems, Inc. All Rights Resernved.

Cancel || Disable Save Icon Blinking |

Navigate to Administration > File Management > Copy/Save Configuration.

Select Running configuration for Source File Name.
Select Startup configuration for Destination File Name.

Click the Apply button.
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u Please note: navigation to other screens while copy operation is in progress will abort the process.

[ ok [ cancer |

e

Click the OK button on the warning screen to start the copy process, which will ensure the settings will return if the
switch is powered off.

e EIBCO Engl\sh Y Llogout About Help

il o 3500-28 28-Port Gigabit Stackable Managed Switch
Getting Started
» Status and Statistics

Copy/Save Configuration

v Ad

Status: Copy finished
System Settings
Console Settings E
Management Interface
System Mode and Stack M|
User Accounts
Idle Session Timeout
Time Settings
System Log
File Management

Upgrade/Backup Firmwa

Active Image
Download/Backup Confi¢
Configuration Files Props
DHCP Auto Configuratiol

Reboaot
» Diagnostics

« I

® 2010-2014 Cisco Systems, Inc. All Rights Reserved.

Once the copy/save configuration procedure is complete, click the Done button.
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Reboot Switch

cisco SG500-28 28-Port Gigabit Stackable Managed Switcﬁ

Getling Started

» Status and Statistics

Reboot

— ‘cisco  Language: Engl\sh [ logout About Help

'« Ad jstratio
System Settings
Console Settings
Management Interface
System Mode and Stack M
User Accounts
Idle Session Timeout
Time Settings
System Log
File Management
Diagnostics
Discovery - Bonjour
Discovery - LLDP
Discovery - CDP
Ping
Traceroute

» Port Management
« I

£onan o0
iavascrintvoid il

To reboot the device, click the 'Reboot’ button.

Reboot ® Immediate
(© Date [Jan_» ]| [D1 v | Time [00 v] [00 v | HH:MM
oin (00 v| Days [00 | Hours [00 v | Minutes

|| Restore to Factory Defaults

|| Clear Startup Configuration File

T —
4 Cancel Reboot

Navigate to Administration > Reboot.

Click the Apply button.

_ u This command will reboot the device and disconnect your

current session. Unsaved changes in the configuratian will
be lost. Do you want to continue?

QK Cancel |

Click the OK button to confirm the reboot. After the switch reboots, it will run with the confirmed configuration.
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Luxul Switches

Luxul Ethernet switches can be used in single switch networking or multiple switch networking.

Please note: Luxul switches are not supported for use with video walls.

Log in to the Switch Web GUI

The default IP address of the switch is 192.168.0.4. Set a static IP address of the PC to ensure it is in the same IP
range as the switch, such as 192.168.0.42.

Open a web browser and navigate to the IP address of the switch (192.168.0.4).

! Authentication Required * |

The server http://192.168.0.4:80 requires a username
and password. The server says: Luxul AMS-4424P,

User Name: § admin

Password: ****“I

Log In Cancel

Input the username and password (default of both is admin).

Click the Log In button.
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Resetting to Factory Defaults

LUXUL

Simply Connected

Port Power Savings -
Ports A
state Factory Defaults
l Traffic Overview
QoS Statistics
| Detailed Statistics

DHCP -
Security 3
LACP -

Loop Protection

, o

IPMC ]
LLDP -
WAC Table
Stack
sFlow
UDLD
Toals L3
Administration v

Reboot

Firmware Update

Configuration »
4

Navigate to Administration > Factory Defaults.

Click the Yes button.
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IGMP Configuration for Single Switch Network or Extended Switch in a Multiple Switch Network

LUXUL

Simply Connected

Configuration v ; . ;
Quick Setup l| IGMP Snooping Configuration
Green Ethernet 2
Ports i Global Configuration
DHCP >
Securty = Snooping Enabled
Agaregation L3 Unregistered IPMCv4 Flooding Enabled n
Loop Pratection
T r IGMP SSM Range 232.0.00 {8
VR Leave Proxy Enabled
IPMC v
IGMP Snooping = Proxy Enabled
| BasicConfigwraton
VLAN Cortiguration Port Related Configuration for Switch 1
Port Filtering Profile
MLDSa00Ig i Port  Router Port Fast Leave Throttling
LLDP >
MAC Table ) B i
‘oice VLAN . I i I |
QoS . 1 Cd unlimited v
sty 2 « unlimited v
UPnP -
3 3 d unlimited v

Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.
Check the Snooping Enabled box.

Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

Scroll to the bottom of the page and click the Save button.
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IGMP Configuration for Core Switch in a Multiple Switch Network

LUXUL

Simply Connected

Configuration v B . ;
Quick Setup l| IGMP Snooping Configuration
Green Ethernet 2
Ports i Global Configuration
DHCP >
Security = Snooping Enabled
Agaregation L3 Unregistered IPMCv4 Flooding Enabled n
Loop Pratection
T r IGMP SSM Range 232.0.00 {8
VR Leave Proxy Enabled
IPMC v

IGMP Snooping = Proxy Enabled
| BasicConfigwraton
VLAN Cortiguration Port Related Configuration for Switch 1
Port Filtering Profile
MLDSa00Ig i Port  Router Port Fast Leave Throttling
LLDP >
MAC Table ) B i
‘oice VLAN . I i I |
QoS . 1 Cd unlimited v
sty 2 « unlimited v
UPnP s ]
3 3 d unlimited v

Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.
Check the Snooping Enabled box.
Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

Aggregation >
Loop Protection 19 v unlimited v
IPMC Profile L I
VR 20 L unlimited i
IPMC v

IGMP Snooping = 2 L4 unlimited v

[ 2| unlimited .

WLAN Configuration

Port Filtering Profile 23 T unlimited v
MLD Snooping 3 I
LLDP = 24 D unlimited v
WAL 3able 25 7 unlimited v
Voice VLAN L
QoS - 26 L unlimited v
Wirroring

UPnP L

4

Uncheck the Fast Leave box for ports connected to extended switches.

Scroll to the bottom of the page and click the Save button.
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VLAN Configuration for Single Switch Network or Core Switch in a Multiple Switch Network

LUXUL

Simply Connected

Configuration x - =
Quick Setup IGMP Snooping VLAN Configuration

Green Ethernet

Ports

DHCP

Security

Aggregation

Start from VLAN 1 with 20 entries per page.

VLAN
Delete ID

Querier
Election

Querier
Address

Snooping
Enabled

y v v v v v [N

Loop Protection
IPMC Profile >

MVR
prc . E3

IGMP Snooping v
Basic Configuration
Port Filtering Profile

MLD Snooping 3

LLDP L

Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.

Click the Add New IGMP VLAN button.

LUXUL

Simply Connected

Compatibility PRI RV | (sec)

Ql  QRI(0.1
sec)

Configuration
Cuick Setup
Green Ethernet
Ports
DHCP
Security
Aggregation

IGMP Snooping VLAN Configuration

Start from VLAN 1 with | 20 entries per page.

Snooping | Querier
Enabled | Election

¥y vy v v v v |4

VLAN ID Querier Address Compatibility

Delete
Loop Protection

[ Cancel | [152 16822222 | [ Forced iGMPv2
IPHIC Profile .
e A Now GMP VLAN)
IPMC v
=

vlg

IGMP Snooping v
Basic Configuration

Paort Filtering Profile
MLD Snooping >
LLDP -

Enter 1 in the VLAN ID box.

Check the Snooping Enabled box.

Check the Querier Election box.

Enter 192.168.22.222 in the Querier ID box.

Select Forced IGMPv2 from the Compatibility drop-down list.

Click the Save button.

PRI

LLQl (0.1 URI
sec) (sec)

RV Ql (sec
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VLAN Configuration for Extended Switch in a Multiple Switch Network

LUXUL

Simply Connected

Configuration M iy -
Quick Setup IGMP Snooping VLAN Configuration

Green Ethernet

Ports

DHCP

Security

Start from VLAN 1 with 20 entries per page.

VLAN Snooping
Delete ID Enabled

Querier
Election

Querier
Address

Yy v v v v v 4

Aggregation
Loop Protection
IPMC Profile >

MVR
prc . E3

IGMP Snooping v
Basic Configuration
Port Filtering Profile

MLD Snooping 3

LLDP L

Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.

Click the Add New IGMP VLAN button.

LUXUL

Simply Connected

Ql

Compatibility PRI RV  (sec)

Configuration A
Quick Setup » || IGMP Snooping VLAN Configuration
Green Ethernet ¥
Port Power Savings Start from VLAN 1 with | 20 entries per page.
Ports A
Ports Snooping | Querier
Port Description Delete VLANID Enabled |Election Querier Address Compatibility
- e = T Errer—
Security [
Aggregat\on. [ Add New IGMP VLAN
Loop Protection
IPMC Profile L =n|
MVR
IPMC v
IGMP Snooping X
Basic Configuration
| VANConfguraton

Enter 1 in the VLAN ID box.

Check the Snooping Enabled box.

Uncheck the Querier Election box.

Select Forced IGMPv2 from the Compatibility dropdown list.

Click the Save button.

QRI (0.1 LLQI (0.1 URI
sec) sec) (sec)
PRI RV Ql (sec
T |2 125
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Save Configuration

LUXUL

Simply Connected

Status -
Groups Information

1Py SFM Information Save Running Configuration to startup-config

MLD Snooping »
LLDP = Please note: The generation of the configuration file may be time consuming, depending on the amount of non-default configuration

MAC Table
Stack L -
sFlow
upLD
Tools ot
Ping
Pingf
VeriPHY
Administration v
Reboot
Factory Defaults
Firmware Update
Configuration v
| swesarwpconfy
Download
Upload
Activate
Delete

Navigate to Administration > Configuration > Save startup-config.

Click the Save Configuration button.
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Configuration for Switch Stack

ing

The following configuration setings are for stacking Luxul switches utilizing the IP switch stack ports.

LUXUL

Simply Connected

Configuration
Quick Setup
Green Etherst
Ports
DHCP
Security
Aggregation

Y ¥ ¥ v v v|a

Loop Protecion

IFMC Profile (2

MVR

IPMC 3

LLDP >

MAC Table

Voice VLAN (2

QoS -

Mirroring

UPnP

GVRP .
[smec

sFlow

Stack Configuration

Stacking State Disabled
Stacking Enabled
Master
Stack Switch Switch
Delete Member ID Capable | Priority Stack Forts Status
ad-13-de-1b- 3 5
e 1] Yes Active

Start Master Election

Navigate to Configuration > Stack

Check Stacking Enabled
Select 25,26 for Stack Ports
Click the Save button.

This will prompt you to restart th

LUXUL

Simply Connected

Configuration
Wonitor
Tools
Administration
[Rebost
Factory Defaults
Firmware Update

Copyright ©2014 Luxul
»

Configuration >

e switch device for the stack feature to work.

Reboot Device

Switch Type

Vitesse AMS-
4424P Switch

Navigate to Administration > Reboot

Click the Yes button.

MIPLINX

BY LIBERTY AV SOLUTIONS

43



IPLinx Networking Guide

Connecting Stacked Switches

This networking configuration will require multimode fiber optical cabling and the appropriate SFP+ transceivers.
Please contact the switch manufacturer if you need assistance with specifying the correct networking transceivers

and fiber optic cabling.

Using fiber optic jumper cables, connect port 25 of the first switch to port 26 of the the second switch, then
connect port 25 of the second switch to port 26 of the first switch. This will form a ring topology. Below is an
example of three stacked network switches using the ring topology.

25 AMS-4424P 26

25 AMS-4424P 26

25 AMS-4424P 26

Confirming Stacked Switch Configuration

LUXUL

Simply Connected

Refresh

Caonfiguration

»
Monitor b
Quick Setup [
Green Etheret .
Ports v
Cosae
Traffic Overview
QoS Statistics
Detailed Statistics
CHCP >
Security »
LACP 3
Loop Protecion
MVR 3
IPMC »
LLDP 3
MAC Table
Stack
sFlow -

Port State Overview

Auto-refresh

LUXUL

Navigate to Monitor > Ports > State to confirm that the stacking feature has been enabled and all connectivity is

being shown

Note: When all switches have been properly stacked and connected you will see a drop down menu in the top left
corner of the switches web server that will allow you choose a switch to be configured.
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IGMP Configuration for Switch in a Stacked Configuration

NOTE: All switches in a stacked network configuration should be configured in the same manner as followed.

LUXUL

Simply Connected

Configuration
Quick Setup
Green Ethernet
Parts
DHCP
Security

IGMP Snooping Configuration

Global Configuration

Snooping Enabled
Unregistered IPMCv4 Flooding Enabled D

Yy ¥y v v v v .a

Aggregation

IGMP S5M Range 232.0.0.0 /8

Loop Protection
IPMC Profile >
MYR
IPMC v
IGMP Snooping v
[ BasicConfiguration |
WLAN Configuration
Port Filtering Profile
WMLD Snooping
LLDP >
MAC Table
Voice VLAN LR
> 2 4

Leave Proxy Enabled

Proxy Enabled

Port Related Configuration for Switch 1

Port Router Port Fast Leave Throttling

1 4 unlimited v

unlimited v

Choose the next switch in the stacked configuration in the drop down menu to the upper left.

Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.
Check the Snooping Enabled box.
Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

LUXUL

Simply Connected

@
Switch 1 v 12 | unlimited v

13 « unlimited hd
Configuration v
Quick Setup > 14 i unlimited A
Green Ethernet > 15 - T =
Ports >
DHCP . 16 U4 unlimited A
Security >
i 17 v unlimited ¥
Aggregation -
Loop Protection 18 il unlimited v
IPMC Profile >
19 Tl unlimited d
MVR
IPMC v 20 rd unlimited v
IGMP Snooping v
2 Tl unlimited d
VLAN Configuration 22 =3 unlimited v
Port Filtering Profile
3 *

MLD Snooping - 23 unlimited A
LLDP 5 24 unlimited v
MAC Table
Voice VLAN - B8

Scroll to the bottom of the page and click the Save button.
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VLAN Configuration for Switch in a Stacked Configuration

NOTE: All switches in a stacked network configuration should be configured in the same manner as followed.

LUXUL

Simply Connected

Switch2 v ‘ 'Reﬁgﬁ k< | => .
IGMP Snooping VLAN Configuration -

Configuration v

Quick Setup 3

e = Start from VLAN | 1 with 20 entries per page.

Ports: -

QRI | LLQI

DHCP K VLAN | Snooping = Querier  Querier @l | (01 (0.1 | URI
Security [ Delete [s] Enabled Election Address | Compatibility PRI RV  (sec) sec) sec) | (sec)
Aggregation > x :

Loop Protection Add New IGMP VLAN

IPMC Profile » _

R  save ] Reset

IPMC v

IGMP Snooping v

Basic Configuration

Port Filtering Profile

MLD Snooping .
LLDP >
MAC Table
Voice VLAN -

»

Choose the next switch in the stacked configuration in the drop down menu to the upper left.
Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.

Click the Add New IGMP VLAN button.

LUXUL

Simply Connected

Contiguratn ,

Quick Setop - || IGMP Snooping VLAN Configuration

Green Ethernet ¥

Port Power Savings Start from VLAN 1 with 20 entries per page.
Ports v

Ports Snocping Querier

o Desauhon Delete | VLANID Enabled Election | Querier Address Compatibility PRI RV Ql (sec|

- | eme o | CER—] e [ e

Security -
Aggregation -
Add New IGMP VLAN
Loop Protection
IPIC Profile . '_'

MVR
IPMC L
IGMP Snooping v

Basic Configuration

Port Filtering Profile

MLD Snooping -
LLDP -
MAC Table
Voice VLAN -

4 »

Enter 1 in the VLAN ID box.

Check the Snooping Enabled box.
Uncheck the IGMP Election box.
Select Forced IGMPv2 from the Compatibility drop-down list.

Click the Save button.
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Save Configuration

LUXUL

Simply Connected

Status -
Groups Information

1Py S Information Save Running Configuration to startup-config

MLD Snooping »
LLDP s Please note: The generation of the configuration file may be time consuming, depending on the amount of non-default configuration

MAC Table
Stack s =
sFlow
UDLD
Tools i
Ping
Ping6
YeriPHY
Administration il
Reboot
Factory Defaults
Firmware Update
Configuration v
| savestrwpcontg
Download
Upload
Activate
Delete

Navigate to Administration > Configuration > Save startup-config.

Click the Save Configuration button.
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Niveo Switches

Niveo Ethernet switches can be used in single switch networking or multiple switch networking.

Log in to the Switch Web GUI

The default IP address of the switch is 192.168.2.1. Set a static IP address of the PC to ensure it is in the same IP
range as the switch, such as 192.168.2.42.

Open a web browser and navigate to the IP address of the switch (192.168.2.1).

k|
]l

€ & X [[119216821
Authentication Required

The server http://192.168.2.1:80 requires a username
and password. The server says: Managed.

User Name: | admin

Password: **”*’1

Log In Cancel

Input the username and password (default of both is admin).

Click the Log In button.

Resetting to Factory Defaults

\ﬂlV@Ol ©o

P R O ESS510NATL
QCLSlztus -
» Detailed Statistics Factory Defaults

» Security
» LACP
= | oop Protection
» Spanning Tree
» MVR
» IPMC
»LLDP
= MAC Table ]
» VL ANS ﬂ | No |
» VCL
= sFlow

» Diagnostics

> Malntenance

Are you sure you want to reset the configuration to

Factory Defaults?

192.168.2. lffactor",r htrn

Navigate to Maintenance > Factory Defaults.

Click the Yes button.
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IGMP Configuration for Single Switch Network or Extended Switch in a Multiple Switch Network

\nIVGO)

p

R 0 E: 5 5§

~Co nilguratmn

4

» System

» Power Reduction
= Ports

» Security

» Aggregation

= Loop Protection
» Spanning Tree

Configuration
= Port Group
Filtering
» MLD Snooping
»LLDP
E Table

| »

0 N AL

IGMP Snooping Configuration

L1

Global Configuration
Snooping Enabled h
Unregistered IPMCv4 Floeding Enabled D
IGMP SSM Range 1232.0.0.0
Leave Proxy Enabled O
Proxy Enabled

Port Related Configuration

Port [ Router Port | Fast Leave | Throttling |

5 <>

1 =] [ | unlimited
2 v | unlimited
3 ’ unlimited
4 i unlimited

<1

v

v

v

Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.

Check the Snooping Enabled box.

Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

Scroll to the bottom of the page and click the Save button.
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IGMP Configuration for Core Switch in a Multiple Switch Network

\nIVGO)

PROFESS 0 N AL

v‘iosr;g_?::tmn -+ IGMP Snooping Configuration

&

» Power Reduction

= Ports
» Security Snooping Enabled

» Aggregation Unregistered IPMCv4 Flooding Enabled D
= Loop Protection IGMP SSM Range 1232.0.0.0 I8
» Spanning Tree T

= MVR

Global Conﬁﬁraﬁon

Leave Proxy Enabled
Proxy Enabled

Port Related Configuration
Port | Router Port | Fast Leave [ Throttling |

Configuration £ <=
= Port Group - e TR
Filtering 1 54 :unl|m|ted v
» MLD Snooping 2 e | unlimited ¥ |
e 3 v unlimited ¥ |
= MAC Table q - .

‘unlimited ¥

Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.
Check the Snooping Enabled box.
Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

\nIVGOD

PROFESS O N AL

~ Configuration 14 2 unlimited v |
>|§ystemRed 4 15 @ [unlimited *
» Security 17 v |unlimited v
>iuggregat:onr 18 “ [unlimited v

= | pop Protection TR
» Spanning Tree 2 S |t .
= MVR 20 v ‘unlimited ¥
*IPMC ] 21 ] unlimited ¥
vl?hél;'ssicnocpmg 22 @ ':.un!i_r_rjit_n_aFl =
Configuration 23 v | unlimited ¥

= VLAN e
Configuration 24 E _un_I_|m_|ted '_
.'li_'?garoup 25 rd | unlimited v
itering . Lebhiolsns
» MLD Snooping 26 v uniimited ¥

» LLDP
= MAC Td

&

Uncheck the Fast Leave box for ports connected to extended switches.

Scroll to the bottom of the page and click the Save button.
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VLAN Configuration for Single Switch Network or Core Switch in a Multiple Switch Network

\ﬂlVGOl ©0

P RO E S 5 O N AL

~ Confi uratlon = . . i g g i
,Sys?em 1 IGMP Snooping VLAN Configuration | Refresh || << || >> |
» Power Reduction : - -
= Ports Start from VLAN |1 with |20 | entries per page.
» Security — - _
» Aggregation ‘ : ‘ nooping ‘ | ‘ ‘
s wiecion B Delete D Enabled Quer[er Compatibility | RV (sec
» Spanning Tree | p—
« MVR | Add New IGMP VLAN |

‘ QRI{O‘I ‘ LLQI((H URI ‘
(sec)

~IPMC e —
~ IGMP Snooping | Save || Reset

= Port Group
Filtering
» MLD Snooping
»LLDP

192.168.2.1fipmc_igmps_vlan.htm

Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.

Click the Add New IGMP VLAN button.

\ﬂlV@Ol '

P ROFES:S N AL

d ,osr;,;?:"? i | IGMP Snooping VLAN Configuration [ Refresh || k< || >> |
» Power Reduction
= Ports Start from VLAN |1 | with |20 entries per page.
» Securi
>Aggregation Delete Snooping IGMP Compatibility RV ‘ Ql (sec) l QRI({I‘I ‘ LLal (01 ‘ U
= Loop Protection Enabled Querier

» Spanning Tree | Delete | [ Forced IGMPv2 ¥ 2| 125 1DD 10
= MVR
+IPMC ISPTER |
B oo | Add New IGMP VLAN |
= Basic " . i
Configuration Reset |
= VLAN
Configuration
= Port Group
Filtering
» MLD Snooping
»LLDP
= MAC Table =

Enter 1 in the VLAN ID box.

Check the Snooping Enabled box.

Check the IGMP Querier box.

Select Forced IGMPv2 from the Compatibility drop-down list.

Click the Save button.

MIPLINX

BY LIBERTY AV SOLUTIONS

51



IPLinx Networking Guide

VLAN Configuration for Extended Switch in a Multiple Switch Network

\ﬂlV@Ol ©0

P RO E S 5 O N AL

o ,csr;,;?eu"? i IGMP Snooping VLAN Configuration | Refresh || |<< || >> |
» Power Reduction : - .
= Ports Start from VLAN |1 with |20 | entries per page.
» Security W
» Aggregation ‘ ‘ VLAN Snooping ‘ IGMP | ‘ ‘ ‘ QRI {01 ‘ LLQI(tH URI
= Loop Protection [N Retuniadl T2 Enabled Gaierier | Sompatbility | RV o (sec)
» Spanning Tree | p—
« MVR | Add New IGMP VLAN |

~IPMC

v IGMP Snooping [ save |[ Reset

p
Filtering
» MLD Snooping
»LLDP

192.168.2.1fipmc_igmps_vlan.htm

Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.

Click the Add New IGMP VLAN button.

\ﬂlVGOl ©o

P R O O N AL
Configuration = . . B
>Sy5?em IGMP Sncoping VLAN Configuration | Refresh || |<< || == |
» Power Reduction - .
= Ports Start from VLAN |1 | with |20 entries per page.
ekl VLAN S| IGMP QRI (f.H LLQl (01
» Aggregation Delete ‘ naspg .| Compatibili RV ‘ Ql (sec ‘ ‘ ‘ u
= Loop Protection Enabled Querier pal- iy . : ( }.
» Spanning Tree | Delete || [0 [ForcediGupva~ 2 125 mu 1D
= MVR - - :
- IPMC ). T |
 IGMP Snooping | Add New IGMP VLAN |
= Basic 0
Configuration Reset
=VLAN
Configuration
= Port Group
Filtering
» MLD Snooping
»LLDP
= MAC Table
4 i 4 3

Enter 1 in the VLAN ID box.

Check the Snooping Enabled box.

Uncheck the IGMP Querier box.

Select Forced IGMPv2 from the Compatibility drop-down list.

Click the Save button.
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PoE Configuration

For PoE switches, make sure to disable PoE in ports that are not used to power PoE devices. This example will show
how to disable the PoE functionality to ports 17-24 that are not used to power PoE devices.

PoE GigaBit Ethernet Switch

w Configuration
» Sysiem
» Power Reduction
= Ports
» Security
» Aggregation
= Loop Protection
» Spanning Tree

= PoE
= mAL Table
» VLANS
» Private VLANs
» VCL
» Voice VLAN
» QoS
= Mirroring
=UPnP
= sFlow
~ Monitor
» System
~ Ports
= Siate
= Trafic Overview
= QoS Stafistics
= QCL Status
= Detailed Statisfics
» Security
» LACP
= Loop Protection
» Spanning Tree
» MVR
»IPMC
»LLDP
= PoE
= MAC Table

Power Over Ethernet Configuration

Reserved Power determined by | * Class Allocation LLDP-MED
Power Mode Actual Consumption ® Reserved Power

PoE Power Supply Configuration

Primary Power Supply [W]

2000

PoE Port Configuration

Port | PoE Mode | Priority Maximum Power [W]
* <> v| < v 15.4
1 PoE+ v | |[Low v 15.4
2 |PoE+ Y| |Low ¥ 15.4|
3 |PoE+ Y| |Low Y 15.4|
4 PoE+ v| |Low Y 15.4|
5 |PoE+ v| |Low ¥ 15.4|
6 |PoE+ v| |[Low v 15.4|
7 |PoE+ v | |Low ¥ 15.4|
8 |PoE+ v| |[Low v 15.4|
9 |PoE+ v | |Low ¥ 15.4|
10 [PoE+ v | |Low v 15.4|
11 |PoE+ v| |Low v 15.4|
12 [PoE+ v | |Low v 15.4|
13 |PoE+ v | |[Low v 15.4|
14 [PoE+ v | |Low v 15.4|
15 |[PoE+ v | |[Low v 15.4|
16 PoE+ v| |Low v 15.4]
17 [PoE+ v | |Low v 15.4|

Navigate to Configuration > PoE.

PoE GigaBit Ethernet Switch

~ Configuration
» Sysiem
» Power Reduction
= Ports
» Security
» Aggregation
= Loop Protection
» Spanning Tree

= MAC Table
» VLANS
» Private VLANs
» VCL
» Voice VLAN
» QoS
= Mirroring
= UPnP
= sFlow
~Monitor
» Sysiem
* Poris
= Siate
» Trafic Overview
= QoS Stafisfics
= QCL Status
= Detailed Stafisfics
» Security
» LACP
= Loop Protection
» Spanning Tree

= MAC Table

2 |PoE+ v | |Low v 15.4|
3 |PoE+ v | |Low v 15.4|
4 |PoE+ v| |[Low v 15.4|
5 |[PoE+ v | |Low v 15.4|
6 |PoE+ v| |[Low v 15.4]
7 |PoE+ v | |Low ¥ 15.4|
8 |PoE+ v| |Low v 15.4
9 [PoE+ v| |Low v 15.4]
10 |PoE+ v| |Low v 15.4]
11 [PoE+ v| |Low v 15.4]
12 |PoE+ v| |Low v 15.4]
13 |PoE+ v| |Low v 15.4]
14 |PoE+ v| |Low v 15.4]
15 [PoE+ ¥| |Low ¥ 15.4|
16 _PoE+ v |low Y 15.4|
17] |Disabled ¥ || [Low ¥ 15.4
18] Disabled v || |Low ¥ 15.4
19) |Disabled v || |Low ¥ 15.4
20) Disabled ¥ |f|Low ¥ 15.4
21] |Disabled v || |Low ¥ 15.4
22| Disabled ¥ | |Low ¥ 15.4
23] |Disabled v || |Low ¥ 15.4
24] Disabled v |{|Low ¥ 15.4

Select Disabled from the PoE dropdown list for ports 17 through 24.

Click the Save button.
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Configuration for Switch Stacking

The following configuration setings are for stacking Niveo switches utilizing the IP switch stack ports.

\nIVGO)

PROFE

~Co nﬂguratlon
» System
» Power Reduction
= Ports
» Security
» Aggregation
= Loop Protection
» Spanning Tree
* MVR
» IPMC
» LLDP
= POE
= MAC Table
» VLANS
¥ Private VLANs
» VCL
» Voice VLAN
» QoS
= Mirroring
= UPnP
= shlow
» Monitor
+ Diagnostics
» Maintenance

o N AL

Stack Configuration

Stacking Staie | Disabled
Stacking Enabled

©S

Swiitch Master Stack Switch Swiitch
De"“‘" Slack emner ‘ D [Capable | Priority | _Ports ‘ Status ‘ Type
54-9a-11-70-00-7¢ 3 Yes — [27.8 7] Active PoE Switch

Start Master Election

"-F‘.es.et |

Navigate to Configuration > Stack

Check Stacking Enabled

Select 27,28 for Stack Ports

Click the Save button.

This will prompt you to restart the switch device for the stack feature to work.

NIVQeOo)

» System
~ Ports
= State

= Traffic Overview
= QoS Statistics
= Detailed Statistics

» Security
» LACP

= Loop Protection
» Spanning Tree

» MVR
kIPMC
»LLDP

= PoE
= MAC Table
» VLANS
= Stack
» VCL
= sFlow
> Dlagnnstics

P R OF ESSIONAL

Restart Device

L=l e

Are you sure you want to perform a Restart?

®
©

= Restart Device

= Factory Defaulis
= Software Upload

» Configuration

Navigate to Maintenance > Restart Device

Click the Yes button.
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Connecting Stacked Switches

This networking configuration will require multi-mode fiber optical cabling and the appropriate SFP+ transceivers.
Please contact the switch manufacturer if you need assistance with specifying the correct networking transceivers

and fiber optic cabling.

Using fiber optic jumper cables, connect port 27 of the first switch to port 28 of the the second switch, then
connect port 27 of the second switch to port 28 of the first switch. This will form a ring topology. Below is an
example of three stacked network switches using the ring topology.

27INGSM24G4S28

27TNGSM 24G4S28

27INGSM24G4528

Confirming Stacked Switch Configuration

nIVGOl

P R O E: § B 0O N AL

H Port State Overview

» Conﬂguration
+ Monitor

» System

» Ports

= Siate

= Traflic Overview

= QoS Stafistics

= Detailed Statistics
» Security
» LACP

= Loop Protection

» Spanning Tree

= MAC Table
» VLANS
= Stack
» VCL
= sFlow
» Diagnostics
» Maintenance

24

2 4 6 & 10 12 14 16 n 2
[N || N | | ) | ==}

& NN | /OO | O (]
53 5T R L R R 17 18 2

23

42

Auto-refresh [ | Refresh |

Navigate to Monitor > Ports > State to confirm that the stacking feature has been enabled and all connectivity is

being shown

Note: When all switches have been properly stacked and connected you will see a drop down menu in the top left
corner of the switches web server that will allow you choose a switch to be configured.
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IGMP Configuration for Switch in a Stacked Configuration

NOTE: All switches in a stacked network configuration should be configured in the same manner as followed.

} i i —
NIVQO) o
O N AL
IGMP Snooping Configuration
~ Configuration
» System Global Configuration
» Power Reduction Snooping Enabled b
; 2225 3 Unregistered IPMCv4 Flooding Enabled [[]
uri 53
§ Jeregtion IGMP SSM Range 232.0.0.0 |18
= Loop Protection Leave Proxy Enabled I
» Spanning Tree Proxy Enabled
= MVR E ] g
~ IPMC Port Related Configuration for Switch 3
+ IGMP Snooping ;
Port [ Router Port | Fast Leave [ Throttling |
- | < ¥ |
* VLAN . 1
Configuration 1 v unlimited ¥
= Port Group 2 [ unlimited ¥ |
Filtering —
» MLD Snooping 3 'l unlimited v
P LLDP 4 T unlimited ¥
e UL
i L
« MAC Table 5 unlfmfled
» VLANS 6 L4 unlimited ¥
» Private VLANs T s unlimited ¥ |
» VCL 8 7 unlimited v |
q # Lnlimitad ¥ x

Choose the next switch in the stacked configuration in the drop down menu to the upper left.
Navigate to Configuration > IPMC > IGMP Snooping > Basic Configuration.

Check the Snooping Enabled box.

Uncheck the Unregistered IPMCv4 Flooding Enabled box.

Check the Fast Leave box in the all ports (*) row.

|
P ROFESSIONAL )
. 10 “ unlimited ¥ B
¥ Configuration 11 7 unlimited ¥ |
» System —
» Power Reduction 12 L4 unlimited ¥ |
= Ports 13 Ld unlimited ¥ |
:iecuntyr 14 I« unlimited ¥ |
\ggregation —
» Loop Protection 15 - lpited ¥
» Spanning Tree 16 i unlimited ¥ |
. Il\g\r:'ql?) 17 [ unlimited ¥ |
~ IGMP Snooping L G ulifpited ¥
= Basic 19 rd unlimited ¥ |
B Ppgation 20 ¢ unlimited v
Configuration i rd unlimited ¥ |
o 2 v unlimited v |
» MLD Snooping 23 i unlimited ¥
» LLDP ]
24 I unl v
= PoE = e
= MAC Table 25 I unlimited dl
» VLANS 26 I unlimited ¥ |
» Private VLANS )
» VCL + [[Save | Reset |

Scroll to the bottom of the page and click the Save button.
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VLAN Configuration for Switch in a Stacked Configuration

NOTE: All switches in a stacked network configuration should be configured in the same manner as followed.

mveo»

P RO FE E S §

~ Configuration
» System
» Power Reduction
= Ports
» Security
» Aggregation
= Loop Protection
» Spanning Tree
= MVHR
« |PMC
w IGMP Enooping
= Basic

= Port Group
Filtering
» MLD Snooping
» LLDP

= Hok

= MAC Table

» VLANS

» Private VLANsS
» VCL

Click the Add New IGMP VLAN button.

J™
(1)
O N A L
IGMP Snoaping VLAN Configuration [ Refresh |[ =< |[ = |
Start from VLAN |1 :with fED | entries per page.
: QRI LLal
VLAN Snooping IGMP o al URI
Delete | "5y Enabled | Querier | COMPatibility (sec) ;2':} ;g'.:} (=ec)
| Add New IGMP vLAN |
| Save | Resé{"|
Choose the next switch in the stacked configuration in the drop down menu to the upper left.
Navigate to Configuration > IPMC > IGMP Snooping > VLAN Configuration.
©o

NIVQeO)

« Configuration
} System

» Power Reduction

= Ports

» Security

» Aggregation

= Loop Protection
» Spanning Tree
= MVR

*|PMC

+ IGMP Snooping

= Basic

Configuration
= Port Group
Filtering
» MLD Snooping
»LLDP
= PoE
= MAC Table

F VLANS

} Private VLANs
»VCL

» Voice VLAN

» Q0S

Enter 1 in the VLAN ID box.

Configuration
VLAN

P RO F ES 51 0N AL

IGMP Snooping VLAN Configuration

Start from VLAN |1 | with |20 entries per page.

[Refresh |[ <= |[ >> |

VLAN ’Snooping IGMP

Delete | "\ | ‘Enabled | Querier | ComPpatibility

‘ QRI({H ‘LLQI((I

| Delete 7|| 1]

Forced IGMPv2 v

RV ‘ Ql (sec)
| 1 _2_5

WDD | 1

| Add New IGMP VLAN |

_Rese& |

Check the Snooping Enabled box.

Uncheck the IGMP Querier box.

Select Forced IGMPv2 from the Compatibility drop-down list.

Click the Save button.
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