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Video over LAN
Gigabit Ethernet Switch Setup

While Video-over-IP multicasting offers immense benefits, it also presents challenges. Multicasting
broadcasts video data on the LAN that are available to multiple receivers simultaneously, without
transmitting multiple copies. So, when multicast IP data enters a subnet, if not properly configured
the switches may send the multicast data to all their ports. This is referred to as multicast flooding
and means that all the ports in that subnet are required to process that multicast data even if there
are not Receivers (decoders) there to grab this data. This can cause more data to travel across the
network and slow or overrun the network infrastructure.

IGMP (Internet Group Management Protocol) offers a solution to this issue. So the most important
thing in making sure your video-over-LAN infrastructure is to make sure IGMP is enabled on your
switch. Of course it is also recommended that you use a dedicated network for video multicasting
in order to avoid possible interaction or interruption of the LAN for normal use (email, browsing,
VolIP, etc).

Selecting an Ethernet switch for Video over IP
Look for these minimum features:

e Gigabit (1000-Mbps) or faster Ethernet ports

e Support for IGMP snooping

e Support for Jumbo frames and enable Jumbo frames in configuration

e PoE ports (optional if you don’t want to plug power supplies to the Senders and Receivers)
e Ifyou have more than one switch make sure you have high bandwidth connections between

switches, preferably multi-Gigabit or multiple slower links using Link Aggregation Control
Protocol (LACP)

You may also:

e Look for Layer 3 or “managed” switches that perform IGMP Snooping using dedicated
hardware (ASICs) rather than software routines running on a general-purpose processor

e Check the maximum number of concurrent “snoopable groups” each switch can handle and
make sure that they meet or exceed the number of Senders (encoders) that you want to
connect to the network. Note that Senders are the devices mostly responsible for creating
network traffic. Receivers hardly add much to it

e Check the throughput speeds of the switch. Make sure that each port is full-duplex and
supports speeds for each port are 1 Gbps
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Example Configuration for
Cisco Ethernet Switches

This example covers basic setup requirements for typical Cisco Managed Ethernet Switches. The

instructions should be similar and applicable to various Cisco Switch models.

Enabling IGMP in the Switch

Follow the steps below to enable the IGMP feature on the Gigabit Ethernet Switch.

First you have to access the Web Server GUI in the Ethernet Switch
e Make sure your computer is on the same subnet as the Switch

e Open a browser and enter the IP address of the Switch

IGMP Snooping Configuration

e Navigate to the menu: “Multicast =Properties”

e Set the configuration as shown below, and then click “Apply”
— I Engsn i

10P 10-Port Gigabit POE Managed Switch .

MAC Group Address

IP Multicast Group Address
IGHP Snooping

MLD Snooping

IGMPMLD IP Multicast Group
Mutticast Router Port

Properties

Bridge Multicast Filtering Status: [¥ Enable (_

VLAN ID

Forwarding Method for IPvE

Forwarding Method for IPv4

= MAC Group Address {—

© IP Group Address
© Source Specific IP Group Address

@ MAC Group Aduress
" IP Group Address
" Source Specific IP Group Address

e Navigate to the menu: “Multicast =IGMP Snooping”
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o Enable the “IGMP Snooping Status” as shown below, and then click “Apply”
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- ||.|| i Small B S cisco  Language: Logout
cisco SG300-10P 10-Port Gigabit PoE Managed Switch

IGMP Snooping

‘ IGMP Snooping Status: ¢ Enable ——

IGMP Snooping ‘ Router MRaouter Ports Query Query | Query Max Response
Operational Status | IGMP Version Auto Learn  Robustness | Interval (sech Interval (sec)
a 1 1 Enabled 3  Enabled 2 125 10

WIAC Group Address
IP Mutticast Group Address
MLD Snooping

IGMPMLD IF Multicast Group
Multicast Router Port

Copy Seftings.. Edit..

e Now select the button under IGMP Snooping Table and Click on “Edit” button

GMF‘ oog [ outer

P ‘ Quefy ry ry Mesplmse i
Operational Status | IGMP Version AutoLearn  Robustness | Interval (sec) Interval (sec)
& e e Ere LTSS S T

Copy Settings,,

e Make sure the settings match those shown below
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VLAM ID: |1 "’I

IGMP Snooping Status: W Enable
MRouter Ports Auto Leamn; ¥ Enable
# Query Robustness: lz— (Range: 1-7, Default 2}
# Query Interval: 125 sec (Range: 30 - 18000, Default: 125;
# Query Max Response Interval [lo sec(Range 5- 20 Default 10;
# Last Member Query Counter: & Use Default

" User Defined (Range: 1-7, Detault 2
%t Last Member Query Interval: I1l]l]l] ma (Range: 100 - 25500, Dafault. 1000

Immediate leave: W Enable
IGMP Querier Status: ™ Enable
Administrative Querier Source 1P A & A
cu efined | 16816811 '!I
IGMP Ciuerier Versian [ Gl 2
& i

pd

o |coes)
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Save your changes in “Administration —»File Management —Copy/Save Configuration” menu

)

System Setings
Console Settings
# Management Interface
User Atmunts-
Idle Session Timeoui
Time Setings

Ld

r System Log

w File Management.
Uparade/Backup Firmware/l anguage
Adive Image
Daownload/Backup Configurafion/Log
Conﬂg:;uraﬁm Files Properiies

DH Auto Conuron
Rehoot

3 Dfa_,g'n osfics.
Discovery - Bonjour
» Discovery-LLDP

Copy/Save Configuration

- All configurations that the switch is currenty using are in the running configuration fi

To retain the confipuration between reboots, make sure you copy the running config
all your changes.

Source File Mame: Running configuration
Startup configurztion
Backup configuration

Mirrer configuration

Destination File Name: Running configuration
Starlup configuration

Backup configuration

Sensifive Data

BHED Y 3NN
1M m

Available sensilive data options are determined by the cu

Save lcon Blinking, Enabled

L—Mﬂ cancel | [ Disable Save icon Blinking

Enabling Jumbo Frames in the Switch

Follow the steps below to enable the Jumbo Frames option

* Select “Jumbo Frames” Enable box and hit “Apply”

Navigate to the menu: “Port Mgmt — Port Settings”

smal ine

[ |||
cisco SG300-28P 28-Port Gigabit PoE Managed Switch

Getting Started
» Status and Stafistics Port Settings g
'.‘. Mrrumamon = Jumbo Frames: [¥| Enable
Fort ' s Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.

Emor Recovery Seitings -
Loopback Detection Settings johpptyd | Cancel |

» Link Agaregation
» UDLD

b Green Ethernet

» PoE Entry No.

Port | Description = Por Type Operational Status =~ Link Status | Time Range
SNMP Traps | Name Sta

Save your changes in “Administration —File Management —Copy/Save Configuration” menu

and click on “Apply”
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Enabling TCP Congestion Avoidance in the Switch (ONLY IF NEEDED)

This step is only needed if you have configured IGMP and Jumbo Frames per above sections, but
still experiencing trouble

¢ In the menu navigate to “Quality of Service” and select “General > TCP Congestion
Avoidance”

e Check the Enable check box in the TCP Congestion Avoidance field
TCP Congestion Avoidance

TCP Congestion Avoidance: @ Enable

jmpply| | cancel |

e Check the Enable check box in the TCP Congestion Avoidance field
e C(lick Apply. The Enable TCP Congestion Avoidance window appears

TCP Congestion Avoidance increases network reliability, but it also increases network traffic. Continue only if you are sure it will mprove overall network performance.
For this change to be effective you must save the configuration and reboot the device. Are you sure you want to continue?

o )i ooes

e C(lick OK. TCP Congestion Avoidance is enabled
e Save your changes in “Administration —File Management - Copy/Save Configuration” menu
and click on “Apply”
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Example Configuration for
NETGEAR Ethernet Switch

This example covers basic setup requirements for most typical Netgear Ethernet Switches

Enabling IGMP in the Switch

Follow the steps below to enable the IGMP feature on the Gigabit Ethernet Switch.

Step 1: Access the Ethernet Switch web server

Make sure your computer is on the same subnet as the Ethernet Switch
Enter the IP address of the Ethernet Switch into a browser

Step 2: IGMP Snooping Configuration

Navigate to the menu: “Switching Tab — Multicast = IGMP Snooping Config” & Set the
configuration as shown below, and then click “Apply”

System Switching Routing QoS Security Monitoring Maintenance Help Index

VLAN | STP Multicast Address Tu|:||e§ Ports | LAG

MEDB IGMP Snooping Configuration
IGMP Snooping Configuration @
» Interface Admin Made " Disable {¥ Enable
Caonfiguration Unknown Multicast Filtering @ Disable  Enable
# IGMP WLAN Multicast Control Frame Count 0
Canfiguration Interfaces Enabled for IGMP Snooping
» Multicast Router Data Frames Forwarded by the CPU ul

Configuration

» Multicast Router
WLAM
Configuration

YLAMN IDs Enabled for IGMP Snooping ()]

# CUErier
Configuration

» Querier YLAN
Configuration

MLD Snooping

Enable IGMP snooping on VLAN 1
o Select Switching - Multicast = IGMP Snooping = IGMP VLAN Configuration
A screen similar to the following appears

Swilching Routing Securily Monitaring Maintenance Help

| Address Toble | Pork | LAG

MFDB IGMP VYLAN Configuration

3 IGMP YLAN Configuration
# Configuration e
as g
* Iioracs Admin Leave SEOup

Configuration ¥YLAN ID Mode Admin Membership
Interval

Mode

# Multicast Router n I jl‘ I_I.l_.l_-

Configuration

Maximum Multicast Router
Response Time | Expiry Time
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o Enter the following information:
= [nthe VLAN ID field, enter 1

= Inthe Admin Mode field, select Enable
= (Click Add

e Enable the IGMP snooping querier globally

o Select Switching — Multicast — IGMP Snooping — IGMP VLAN Configuration. A
screen similar to the following displays

VLAN | STP | Multicost | Address Teble | Ports | LAG

Routing Security Maonitaring Maintenance Help

MEDR IGMP Snooping Querier Configuration
2 IGMP Snooping Querier Configuration 1)
» Configuration .
» Interface Querier Admin Mode (™ Dizable & Enable
Canfiguration Quarier TP Addreass 10.10.10.1
* IGMP VLAN IGMP Version 2
Configuration Query Interval{secs) &0 (1 to 1800}
# Multicast Router Querier Expiry Interval(secs) &0 (&0 to 300}
Configuration

» Multicast Router < -
VUAN YLAN Ids Enabled for IGMP Snooping Querier

Configuration

o Enter the following information:
= For Querier Admin Mode, select the Enable radio button

* Inthe Querier IP Address field, enter 10.10.10.1 or the IP address of the

Ethernet Switch itself (could also be 192.168.0.239)
o Click Apply

e Enable the IGMP snooping querier on VLAN 1

o Select Switching — Multicast — IGMP Snooping — Querier VLAN Configuration. A
screen similar to the following displays

VIAN : STP ¢

Routing

Security Manitaring Maintenance Help Index

Multicast | Address Table ! Ports | LAG

MFDB IGMP Snooping Querier YLAN Configuration
IGMP Snooping Querier YLAN Configuration 7
* Configuration — . - -
» Interface Querier L _ Operational
Election Querier YLAN | Operational | Operational pasf i gt 2 Max
Configuration ¥LAN ID LE f g Querier | Querier
Participate | Address State Yersion | = Response
= 1GMP YLAN Noda Address | ¥ersion Time
Configuration T -
» wuticsst router | LA JL_— <Ml 3
Configuration
» Multicast Router
WMLAN
Configuration
= QuEriar
Configuration

o Inthe VLAN ID field, enter 1
o Click “Add”
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Enabling Jumbo Frames in the Switch

Follow the steps below to enable the Jumbo Frames option
¢ Navigate to the menu: Switching — Ports — Port Configuration

e For each port set the Max Frame Size allowed (typically 9216)
e C(lick “Save”
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